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ABOUT THIS DOCUMENT 
This Cyber Security Resource Guide is intended to provide students with information and guidelines for a safe cyber experience 
that includes: Password protection, email practices, malware/virus protection, secure login credentials, and safe practices and 
behaviors. 

Audience 
The users of this document include the students, facility, and staff of Mount Royal University (MRU) that utilize technology 
services daily. 

Scope of this Document 
To educate the users about Cyber threats and teach them how to keep their digital information secure; informing them of the 
importance of Cyber Security as well as to encourage the practice of good cyber safety habits. 

Additional Resources 
Visit our Webpage 

 
Find the basic skills your need to stay cyber safe on our easy to navigate website. Read the 
newsletter, sign up for training and find out about activities and events. 

www.mru.ca/itsecurity 

Read our Newsletter 
 

Find the latest threats, cyber safety tips and techniques. Search for a topic of interest, read the 
latest articles or subscribe and have it delivered to your inbox. 

www.blogs.mtroyal.ca/itsecurityawareness 

Take Training Online 
 

All Mount Royal University Employees are enrolled in Basic Security Awareness training. Login 
to Blackboard and look for it under My Courses. 

https://courseware.mymru.ca 

Take a Workshop 
 

Visit the Employee Training Portal on MyMRU and search for ITS courses to find the latest 
cyber safety workshops. 
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PASSWORDS MADE EASY 

The objective of creating a strong password is to make it difficult for cybercriminals to identify it, whether it be educated guesses 
or automated attacks using software tools. Further increase your security by having a unique password for each account. 

Strong Passwords Contain: 
• 8 or more characters (longer passwords are stronger). 

• At least one upper case letter. 

• At least one number. 

• At least one special character (#, -, %, _, @). 

• Not contain words found in the dictionary. 

• Not use predictable patterns or personal information. 

• Be unique for each account so that if one of your accounts is compromised, the rest will still be secure. 

Weak Passwords Contain: 
• A word that is found in the dictionary. 

• The user's account name or part of their account name that exceeds two characters in length. 

• The user's full name or part of their full name that exceeds two characters in length. 

• Information about the user that is easy to uncover such as a pet's name, phone number, address, birthday, anniversary, 
child's name, etc. 

Remember your MyMRU password is also used to access Gmail and Blackboard and login to your computer. 

Create a Strong Password 
The strongest passwords are random and only make sense to the user. Use the following methods to generate a strong password: 

Create a Passphrase: 

1.  Come up with a phrase that is at least 10 characters long.  I like black tea 

2.  Replace the spaces with special characters i#like#black#tea 

3.  Capitalize at least one letter I#likE#blacK#teA 

4.  Replace one or more letters with a number or add numbers. The goal is to 
make sure none of the words can be found in the dictionary.  

l#lik9E#blac9K#te9A 

Take the Letters from a Passphrase: 

1.  Come up with a phrase that has at least 8 words. the black dog ran after the black cat 

2.  Take one letter from each word. tbdratbc 

3.  Capitalize at least one letter. tbDratbC 
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4.  Add numbers or replace letters with numbers. 1bDra1bC 

5.  Add special characters or replace letters with special characters. #1bDra1bC% 

Two-Step Verification 
Two-Step Verification requires your password and an additional verification code or a response to a message that is sent to your 
phone to log in. Once it is enabled, correctly entering your password sends a single-use code or a message to your phone. You 
must either tap yes to the notification or enter the code before you can access the account. 

 

Use Two-Step Verification 
Some accounts like Gmail, Facebook, and Yahoo offer Two-Step Verification to their users. There are two advantages to Two-Step 
Verification: 

• Even if your password is compromised, cybercriminals cannot gain access to your account. 

• If your password is compromised, you will know immediately when you receive the verification code or notification. 

It is highly recommended that you use Two-Step verification whenever it is available. Refer to the Two-Step Verification Using 
Google Chrome section in this document to learn how to enable it on your @mtroyal.ca Google account. 

Protect Passcodes & Accounts 
There is no valid reason to give anyone complete access to your account. If someone needs access to your email, files or an 
application IT Services can give them access without your password being compromised. 

If you are currently sharing your password, please stop and contact the Service Desk. Let them know what your colleague needs 
access to and why. They will be happy to come up with a solution that allows access but maintains the security of the network and 
your data. 

Passwords should be stored securely in a locked drawer or cabinet. A password manager such as KeePass 2.0 can also be used. 

Store Passwords 
If you are having difficulty remembering multiple passwords, use a password manager like KeePass. The KeePass software can be 
accessed on every workstation at Mount Royal University and can be used to generate and store passwords. 

All data in KeePass is encrypted and unreadable without the master password. Even if the program is compromised, the 
information inaccessible without the master password. 

KeePass can also be downloaded and installed for free on your personal computer or at home by visiting the site: 
https://keepass.info 

  

If you receive an unexpected text requesting a response, your account password has been compromised. 
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USING KEEPASS 

One of the keys to keeping data safe is to have a different password for each application and website that you use. However, it can 
be difficult to remember all those usernames and passwords. 

KeePass is a password storage tool. It works by creating a database which stores all your username and password information for 
easy retrieval. Because they are stored, you do not have to remember them allowing you to create passwords which are very strong 
and making it easier to have a different one for each application or website. 

KeePass is located on every computer at Mount Royal and can be found by clicking the Start icon and then selecting All 
Programs. 

Phase One: Create a Composite Master Key 
Before you can use KeePass you need to create a Master Key. The 
only two passwords you will have to remember is your password 
to login to your workstation and the Master Key. All the rest can 
be stored in KeePass. 

 

1.  Open KeePass The Create Composite Master Key dialog 
box appears. 

2.  In the Master password field, enter a password. The 
Estimated quality bar indicates password strength. 

3.  In the Repeat password field, reenter the password. 

4.  Click OK 

Phase Two: Create a Password Database 
Once you have created a Master Password, you need to create a 
database to store your passwords in. 

 

1.  Click the New button on the toolbar. The Save as dialog 
box appears. 

2.  In the Filename field, enter a name for the database file. 

3.  Select a location for the file. 

4.  Click Save. 

5.  In the Database name field, enter a name for the 
database. 

6.  Click OK. The dialog box closes, and the database 
window appears with two sample entries. 
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Logging in made easier 
KeePass makes logging in easier. You can either, copy and paste the password stored in KeePass or you can use Auto-Type. If you 
copy and paste the password, the password stays in the clipboard only for about 12 seconds. After 12 seconds it is deleted, and 
you have to recopy it. 

  

 

Phase Three: Add Entries 
Once you have created a Password Database, you may add 
entries. 

 

1.  Click Add Entry. 

2.  In the Title field, enter a title for the entry. 

3.  In the User name field, enter a username. 

4.  In the Password field, enter a password. 

5.  In the Repeat field, reenter the password. 

6.  Click OK. 

Phase Four: Edit Entries 
Once you have created a Password Database, you may have to 
edit entries after credentials change. 

 
 

1.  Right click on an entry. 

2.  Select Edit/View Entry. 

3.  Make your changes. 

4.  Click OK. 

Make note of where the file is saved and the filename. This is the file you will need to access your passwords. 

To delete an entry, press the delete key on the keyboard and confirm. 
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ENABLE AUTO-TYPE 

USING A PORTABLE VERSION 

If you are using KeePass on multiple devices and would like to 
keep all you. 

Creating a Portable Version & Synchronization 

 

1.  Find KeePass Database files. 

2.  Copy these files to a portable drive. 

3.  Create the new portable database using the same master 
key. 

4.  Synchronize data base.  

  

Autotype in KeePass automatically enters your username and 
password to login. 

How to Enable Auto-Type in KeePass 

 
 

1.  Open KeePass. 

2.  Go to the page you want to login to. 

3.  Click in the Username field. 

4.  Press CTRL + ALT + A on the keyboard. KeePass logs 
you in. 
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AVOID THE REGRETTABLE EMAIL 

• Check the recipient. Is it correct? Autofill makes it easy to send an email to the wrong person. 

• Is the attachment the correct one? 

• If the attachment is a form, is the form empty? 

• Are you replying to everyone or just the sender? 

• Does the email have a professional tone? At any time, anyone can use FOIP to request access to any of your emails. 
Consider emails to be postcards, readable by anyone at any time. 

• Are you replying to the correct email? Using the text box at the bottom of the email thread will include all the emails 
when you reply or forward. Read all the emails in the thread to make sure the person you are forwarding or replying to, 
should read them. When in doubt use the arrow buttons to the right of the email for forwarding or replying. 

• If you are sending sensitive information, check all of the above twice. 

• If it is a Friday afternoon, check all of the above twice, especially if it is a Friday before a long weekend. The majority of 
regrettable emails are sent on a Friday afternoon before a long weekend or holiday. 
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NAVIGATING EMAILS WITH LINKS OR ATTACHMENTS 

What is a Phishing Email? 
A Phishing Email is a type of online scam where cybercriminals send an email that appears to be a legitimate company or 
organization that asks you to perform an action. The action usually consists of clicking on a link, opening an attachment, asking 
you to wire money, or forwarding confidential information. Following the actions can result in financial loss, data loss, or identity 
theft. How do you determine what is safe to click on or open and what is a phishing email? 

Phishing emails look official but: 

• Contain grammar or spelling mistakes. 

• Require immediate action. 

• Threaten to shut down an account. 

• Contain generic salutations. 

• The name of the sender may not match the sender email address. 

How to Avoid Becoming a Victim 
Before you click on a link or open an attachment: 

• Slow down and give the email 100% of your attention. 

• Read the email on a large screen. The small screen on your phone makes it difficult to see important details. 

• If you know the sender or they are an affiliated with Mount Royal University, contact them by phone to verify that they 
have sent the email. 

• If you know the organization, visit their website using a bookmark or Google search result. 

If it is not feasible or practical to follow these guidelines, look for phishing red flags before you click on a link or open an 
attachment. 
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Phishing Email Red Flags 
If you receive an email 

with any of these red flags 
it may be a phishing 

email. 

 

What to do if you Receive a Phishing Email 
1.  Do not click on any links or open any attachments. However, 

it is safe to read the email. 

 

2.  If the email refers to Mount Royal or appears to be from 
someone in the Mount Royal community, forward it in its 
entirety to abuse@mtroyal.ca to let IT Services know the email 
needs to be blocked. 

3.  Select Report Phishing to let Google know the email needs to 
be blocked. 

 

Make it Difficult for Criminals 
Cybercriminals know their chances of getting you to click are greater if the email is plausible, containing information relevant to 
you and your life. To make their emails as plausible as possible, they scour the internet looking for information about you. 

To make it harder for criminals: 

• Lock down your social media accounts. 

• Be careful about what you post publicly. 

• Be cautious when commenting on other people’s posts. The creator of the post determines the privacy settings of your 
comment. 

• Be careful what information you give to strangers over the phone. End phone conversations with individuals who ask 
questions they should already have the answers to or are too personal in nature. 

If the email is in your Spam folder do not forward it, it has already been reported. 
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RECOVERING FROM A GMAIL ACCOUNT COMPROMISE 

If your Gmail account has been compromised, immediately contact the ITS Service Desk at (403) 440-6000 and they will reset 
your account. However, when cybercriminals gain access to an account, they will often change its settings allowing them to regain 
control of it even after it has been reset. To ensure your Gmail account stays firmly within your control, there are several things 
that need to be checked: 

 

Phase One: Check Signature & Vacation 
Responder 

 

 

1.  Open Gmail. 

2.  Click the Settings button. The General settings page 
appears. 

3.  Confirm that the signature is correct. 

4.  Delete and recreate any links contained within the 
signature. 

5.  Turn the Vacation responder off or check that the 
settings are correct. 

  

Phase Two: Check has Access to your Account 
and your Send as 
Google allows you to change who the email appears to come from 
and provide access to. 

 

 

 

1.  Open Gmail. 

2.  Click the Settings button. The General settings appear. 

3.  Click the Accounts tab. The Accounts settings appear. 

4.  In the Send mail as section, check to make sure only your 
name and email address appear. 

5.  In the Grant access to your account section, make sure 
another account is not listed. 

If you make any changes to these settings, click the Save Changes button. 
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Phase Three: Check if Filters are Added 
Filter your incoming email. 

 
 

 

 

 

1.  Open Gmail. 

2.  Click the Settings button. The General settings appear. 

3.  Click the Filters and Blocked Addresses tab. The filter 
settings appear. 

4.  Check that there are no added filters. 

5.  Check that there are no blocked addresses. 

Phase Four: Check if Mail is Forwarded 
All your email can forwarded to an another account. 

 

 

1.  Open Gmail. 

2.  Click the Settings button. The General settings appear. 

3.  Click the Forwarding and POP/IMAP tab. The 
forwarding settings appear. 

4.  Check that a forwarding address has not been added. 

By default, there are no filters added to Gmail. 
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MALWARE/VIRUS PROTECTION 
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PROTECTING YOURSELF FROM A CYBER ATTACK 

By following the guidelines below, you can help protect Mount Royal University and yourself from cyberattacks. 

Store data on a backed-up 
drive 

Ensure that you store data on H: drive, J: drive or using Google Drive. All of these locations are 
automatically backed up daily. Do not store data on your desktop or local drive on your 
computer. If you get a virus you could lose all your data. 

Consider any unexpected 
email suspicious 

 

Do not click on any links or open any attachments in emails that you are not expecting 
regardless of who they are coming from. If you need to access information from a link or 
attachment: 

• Phone the sender directly using a number you know is legitimate to confirm the 
legitimacy of the email. 

• Navigate to the website directly using an URL that you know is legitimate. 

Secure your login 
credentials 

 

To ensure your credentials are secure: 

• Don’t share them with anyone for any reason. 

• Memorize them or store them securely in KeePass or a locked cabinet or drawer. 

• Do not use your Mount Royal username or password for sites outside the University. 

Secure mobile devices 
 

To ensure your mobile devices are secure: 

• Lock the screen of all mobile devices when they are not being used. 

• Password protect USB keys/flash drives and portable drives. 

• Treat your mobile device as if it were cash. Do not leave it unsecured when it is 
unattended. Do not leave it in your car. 

Consider found portable 
data storage to be 

dangerous 

If you find a lost USB key/flash drive/CD Rom etc. return it to Campus Security at X200. Do not 
plug them into your computer as they may contain viruses or malware. 

Verify calls from the ITS 
Service Desk 

 

Legitimate calls from the Service Desk will be accompanied by an email from the Footprints 
ticketing system. In addition, at no time will the Service Desk ask you to download an 
application, so they can trouble shoot your computer or ask you for your password. If you 
suspect a call is not legitimate, politely end the call and dial (403) 440-6000 to contact the Service 
Desk directly. 
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Be suspicious of anyone 
asking for information 
they should not have or 

should already know 
 

Cyber attackers use social engineering to gain your trust, so you will give them information they 
can use to compromise data security. If you are contacted by phone, email or text by an 
individual asking for information that they should already know, verify their identity using 
contact information that you know is legitimate. The same is true for anyone asking for 
confidential information or login credentials. 

Your computer may be 
under attack if it: 

 

• Is running slower than usual 

• Has web browser settings that have been changed 

• Has pop-up windows open that you cannot close 

• Takes you to websites that you did not ask to visit 

• Has a pop-up warning you that you have a virus 

If you suspect that your computer is under attack, unplug the network cable from the back of your computer immediately and 
contact the Service Desk at (403) 440-6000. 
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SECURITY AWARENESS TRAINING 

Mount Royal has two security awareness training programs for their employees. Which program you complete depends on 
whether or not you handle payment card data. 

Basic Security Awareness Training Program for Employees 
All staff and faculty members at Mount Royal University are registered in an online Basic Security Awareness training course. The 
course takes about an hour to complete. It covers everything you need to know to keep yourself, your family and Mount Royal 
safe from cybercrime. It tracks your progress, so you can complete it at your own pace, and it is fun and engaging.  

Prefer to learn from a human? Take the Protecting yourself against cybercrime workshop instead. The workshop is an hour 
long. It includes lots of interaction, handouts and follow up exercises. Register for the workshop on the Employee Training 
portal found on MyMRU. Regardless of which training method you choose, all staff and faculty members are asked to complete 
their training both when they are hired and during the month of October every year. 

Security Awareness for Payment Card Handling Training Program for Employees 
To maintain our PCI compliance, all full-time employees who handle payment card data are required to complete the Basic 
Security Awareness training course as well as the Security Awareness for Payment Card Handling course. Casual employees who 
handle payment card data have their training streamlined and are only required to complete the Security Awareness for Casual 
Staff course. All of these courses are delivered online. The courses are mandatory and must be completed upon hire and during 
the month of October every year. 

Access the Online Security Awareness Training Course(s): 
1.   Login to Blackboard using your MyMRU username and 

password. 
 

2.   In My Courses, click to select the training course. 

Notes:  

• Which courses are listed depends on what type of 
employee you are (see information above). 

• If you do not have a security awareness course listed in 
My Courses, you have not been enrolled in security 
awareness training.  To enroll, fill out the  Registration 
for Security Awareness Training Form.  

• Each course only needs to be completed once but can 
be revisited at any time for reference. 
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BEST PRACTICES FOR USING GOOGLE APPS 

Best practices for using Google Drive 
• Put Shared in the name of folders you share with others. This helps you keep track of which folders are shared and which 

are private, so you don’t accidentally share a document that you did not intend to. 

• Before deleting a shared document or folder, notify the people you have shared it with. Others may be relying on that 
document to complete their work. 

• If you move a document out of a shared folder, the permissions of the document may change. Check the sharing 
permissions to make sure they are correct. 

• If you share a link for a document and then move it to another folder, the link will break and the collaborators will not be 
able to access the document. 

• Remember that documents that are in Shared with me do not belong to you and can be deleted by others. 

• Do not make copies of documents in Shared with me unless you know the document is stable. The owner of the 
document will have the expectation that any changes they make to the document you will see. You will be working off of 
an out of date document if you copy a dynamic document. 

• If you want control over what files get deleted or moved in a shared folder, create a Team Drive. 

Best Practices for using Google Sheets/Docs 
• Use Google Docs/Sheets for collaboration when there are two or more people who need to contribute to a document. 

• If you are the only one who will be using the document and you do not need to access it off campus, then do not use a 
Google app. 

• When the content is stable, remove the collaborators from the document and download it as an Excel or Word file for 
formatting. 

• Remember to remove the collaborators when they no longer need access to a document. 

• When setting up a collaborative document, consider how much control you want to give collaborators and how much 
work you want to do. This will determine how you share the document. 
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Permissions and Actions 
If you want to: If you want the 

collaborators to: 

Ask them to: Give them the 

permission: 

Select this option: 

To approve every edit To make changes Suggest changes Can comment  

To not have to approve 
edits but still want to 
limit who sees the 
document 

To make changes 
directly to the 
document 

Edit the document Edit Prevent editors from 
changing access and 
adding new people 

To only allow online 
viewing of the 
document 

To view the document Review the document View Disable options to 
download, print and 
copy 

To give collaborators 
access to the document 
for a limited time 

To view, edit or 
comment on the 
document within a 
given time period 

View, edit and 
comment for a limited 
time. 

Edit, View and 
comment. 

Set expiration 

Comment Edit, suggest changes 
or view the document 
by a certain date 

Comment suggestions Set expiration  

No changes made to 
the document 

To suggest changes Make comments Can comment  

To give everyone at 
Mount Royal access to 
the document 

To view, copy, 
download or print the 
document 

Access the document Change the specific 
people that can access 
to On 
google@mtroyal.ca 

Anyone within 
Google@mtroyal.ca 
Can view. 

Sharing Setting Location 
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TWO STEP VERIFICATION IN GOOGLE CHROME 

Two Step Verification provides an added level of security to your Google account. Once it is turned on, logging in to your account 
on a different computer requires your password and either a response to a message or a verification code that is texted to your 
phone. If you have an Android phone or an IOS device with the Google App installed on it, you only have to respond to a message 
on your phone. If your IOS device does not have the Google App installed on it, you will have to enter a verification code to access 
your account. Regardless of which method you use, Two Step Verification is not used when logging in from the devices you use 
every day. 

To make sure that you can still get into your account when you don’t have your phone, print off a list of back up codes. The 
codes can be used to login to your account instead of responding on your phone or using the texted verification code. 

Turn on Two-Step Verification for Chrome on an IOS Device that does not have the Google 
App: 

1.  Open Google Chrome and click your profile photo. Click 
the Google Account button. The Google Account 
webpage appears.  

2.  Under Sign-in and security, select Signing in to Google 
and select 2-Step Verification. 

 

3.  Click the Get Started button. You may need to scroll 
down to find it. Reconfirm your password.  

4.  On the drop-down menu, select the Text message or 
voice call option.  

5.  Enter your cell phone number in the text box. Click the 
Send button. Google sends a text message with a 
verification code to your phone and the confirmation 
page appears. 

 

6.  Check your phone for the verification code and enter it 
in the code 

 

7.  Click the Turn on button. When you next login to 
Google, you will have to enter your password and then the 
verification code that Google texts to your phone. 
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Turn on 2-step verification for Chrome on an Android device or IOS Device that has the Google 
App: 

1.  Open Google Chrome and click your profile photo. Click 
the Google Account button. The Google Account webpage 
appears.  

2.  Under Sign-in and security, select Signing in to Google.  

 

3.  The Signing in to Google page appears. Select 2-Step 
Verification. The 2-Step Verification page appears.  

4.  Click the Get Started button. A dialog box appears asking 
for your password.  

5.  Enter your password in the text box and press the Next 
button. Then Use your phone as a second sign-in step page 
appears  

6.  Click the TRY IT NOW button. The Google app on your 
phone will display the Trying to sign in from another 
computer? message.  

7.  Tap Yes on your phone. The Add a backup option page 
appears on your computer. 

 

 

To print off a list of backup codes: 
1.  Open Google Chrome and click your profile photo. Click the 

Google Account button. The Google Account webpage 
appears.  

2.  Under Sign-in and security, select Signing in to Google. 

 

3.  Select 2-Step Verification. 
 

4.  Scroll down to locate the Backup codes heading. Click SET 
UP. The backup codes dialog box appears. 

 

5.  Click the Print button. 
 

 

  

print out back up codes now by clicking Use Another Backup Option or use the method below at a later date 

Once you have printed off the backup codes, store them securely. These can be login when you don’t have your 

phone. Each code can only be used once. 
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DISABLING AUTOFILL 

Chrome’s autofill captures, stores and inputs commonly used credentials such as logins, ids and credit cards. 

How to Disable Chrome Autofill  
1.  Click the three vertical dots in the upper right-hand corner 

of the browser window. Select Settings from the menu. 

 

2.  Click Show advanced setting. Scroll to Passwords and 
forms. 

  

3.  Deselect the Enable Autofill to fill out web forms in a 
single click option. 

 

 

4.  Click Manage Autofill settings. The Autofill settings dialog 
box appears. 

 
 

5.  Hover over an Autofill entry. Click the X to delete the entry. 
 

6.  Close the webpage tab. The settings are updated. 
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LOGGING OUT OF THE GOOGLE CHROME BROWSER: 

To log out of Google Chrome 
1.  Click the three vertical dots in the upper right-hand 

corner of the browser window. The Customize and control 
Google Chrome menu appears. 

 

2.  Select Settings from the menu. The Chrome Settings page 
appears. 

 

3.  Click the Disconnect your Google Account button. 

 
 

4.  Close the webpage tab. The settings are updated.  
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LOCK YOUR SCREEN 

To prevent unauthorized access to your computer, your data and the Mount Royal University network, lock your screen 
whenever it will be unattended even if it is for just a few minutes. 

To lock your screen on PC: 
Press    

 

 + 
 

To lock your screen on Mac: 
Press      

 

 
+ 

 
+ 

 

Or on Mac: 
Press  
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WORKING REMOTELY SAFELY 

General Guidelines for Working Remotely 
Whether you are working from home, at a conference or at the cafe, there are some simple things you can do to stay cyber safe: 

Visit encrypted sites Make sure the websites you visit are using an encrypted connection. Encrypted sites have https 
in the URL and display a lock icon. 

Visit sites with valid 
authenticity certificates 

If you visit a website and the browser displays a dialog box stating that there is a problem with 
the site's authenticity certificate do not continue to the site. It may contain malware. 

Keep software up to date Software and apps including Windows and antivirus should be kept up to date. Updates fix 
system vulnerabilities often used by cybercriminals to compromise your systems. 

Install antivirus and 
firewall software 

Antivirus and firewall software should be on all your devices as well as your computer and/or 
laptop. Remember to activate the firewall. 

Connecting to Public Wi-Fi 
To stay safe when connecting to public Wi-Fi, follow these simple guidelines: 

Check the name of 
the Wi-Fi connection 

Make sure it is spelled correctly. Criminals can set up their own hotspots or Wi-Fi access points 
with names very similar to legitimate ones to trick you into connecting to them. 

Do not use a computer 
that is not your own to 

connect 

Public machines found in kiosks or hotels often contain keyloggers and malware that record the 
computer screen. Casual web surfing that doesn’t require you to enter a username, password or 
other private information should be fine. 

Do not advertise where 
you work 

Keep branded swag, business cards and your campus card under wraps. Once a cybercriminal 
knows what network you have access to, it makes it easier for them to hack you. 

Watch for shoulder 
surfers 

Cybercriminals love to shoulder surf and take photos of your screen to learn usernames, 
passwords and other information they can use against you later. 

Working with Sensitive Data 
If you need to work with sensitive data such as personal or financial information, it is recommended that you leave that 
information on the Mount Royal servers or in Banner or FAST and use the MRU Secure Remote Access Service (SRAS). SRAS 
allows you to connect to the network or your workstation using a secure VPN (virtual private network). When using SRAS, follow 
these guidelines: 

Connect through the 
Terminal Access pane. 

Connecting using these panes connects you directly to your workstation. 

Do not ignore security 
certificate warnings 

Cyber criminals will still try to compromise the encrypted SRAS connection. If your browser 
displays a dialog box that states, "This site's security certificate is not trusted" or "There is a 
problem with this website's security certificate" someone is attempting to hack the line, do not 
proceed to the site 

  
To use the SRAS, you need an account. Contact the ITS Service Desk to have an account set up for you. 



 

32 | INDEX  

Information Technology Services

INDEX 

A 

Authenticity certificate · 31 

B 

Blackboard · 8 

C 

Cyber threats · 6 

Cyber-attacks · 20 

E 

Email · 9, 14, 15, 20, 21 

Forward · 18 
Phishing email · 15, 16 
Vacation responder · 17 

F 

Firewall · 31 

G 

Google 

Autofill · 28 
Chrome · 26 
Gmail · 8, 9, 17 
Google Docs · 24 
Google Drive · 24 
Google Sheets · 24 
Logging out · 29 

K 

KeePass · 9, 11, 12, 20 

Auto-Type · 11, 12 
Database · 10, 11, 12 
Master key · 10 
Master password · 10 
Portable version · 12 

L 

Lock · 30 

P 

Password · 8, 10, 20 

Strong · 8 

S 

Secure Remote Access Service 

SRAS · 31 
Security awareness · 23 

Social engineering · 21 

Store data · 20 

T 

Training · 6, 23 

Two-Step Verification · 9, 26 

W 

Working remotely · 31 

 

  



 

33 | INDEX  

Information Technology Services

 


